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Abstract | The increasing number of external cyber threats faced by the Serang City Communication and Information Technology Office is not proportional to the availability of network security infrastructure. Since its establishment in 2017, the office has relied on only one network security device, FortiGate, to protect its computer network. To address this limitation, this study proposes the implementation of a Network Intrusion Prevention System (NIPS) capable of detecting and blocking external attacks in real time. In addition, a high-interaction honeypot model was selected to observe attacker movement and behavior, particularly under high external traffic conditions. To ensure timely delivery of security updates and system development information to users, this research integrates Telegram Bot API, enabling automated notifications and monitoring through the Telegram application. The questionnaire-based beta testing results showed positive user responses, indicating the practicality and usefulness of the proposed system. Furthermore, alpha testing and implementation reports demonstrated that the NIPS and honeypot systems successfully operated across multiple test scenarios. Overall, the implementation of a mobile monitoring system combined with NIPS and honeypot deployment in the Serang City Diskominfo network can serve as an effective alternative network security solution, while also providing valuable information regarding attackers’ behavior and intrusion patterns.  
Key Words Network Intrusion Prevention System (NIPS), Honeypot, Telegram   
INTRODUCTION Cybersecurity company Kaspersky noted that Indonesia faced more than 11 million cyber-attacks in the ϐirst quarter of 2022. From January to March 2022, their products detected and blocked 11,802,558 cyber threats. This number is an increase of 22 per cent compared to the same period last year, with 9,639,740 cyber-attacks in 2021. However, the number of cyber-attacks in the ϐirst quarter of 2022 decreased by 2 per cent compared to the fourth quarter (October-December) of 2021. The results of the Kaspersky Lab report for the last quarter of 2018 in Indonesia, 28 percent of computer users were exposed to web-based attacks and more than half or 53.7 percent, were targeted by local threats such as infected Universal 

Serial Bus (USB) devices [1]. Based on these statistics, Kaspersky noted that Indonesia is at the top of the list in the Southeast Asia region and 60th in the world regarding the dangers posed by surϐing the internet [2]. The Department of Communication and Information (DISKOMINFO) Serang City is an agency that has the main task of carrying out government affairs in the ϐields of communication and informatics, coding and statistics based on the principle of autonomy and assistance tasks based on the vision, mission and program of the Mayor as described in the Regional Medium-Term Development Plan in particular. In the city of attack [3]. Currently, the Diskominfo of Serang City is also not immune from the threat of cyber-attacks by various countries. This is based 
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on the FortiGate Firewall Log belonging to the Diskominfo of Serang City, recorded from 07 February 2020 to 13 February 2020, detected as many as 2,710 attacks consisting of each level including (severity = low; 1968, severity = moderate; 203, severity = high; 169, severity = critical; 367), where the most attacks came from the United States (United States) and the United Kingdom (United Kingdom), followed by China and Russia [4].	Based on this, the researcher is interested in conducting research titled "Deterrent to Hacker Attacks on Computer Network Infrastructure Using Network Intrusion Prevention System (NIPS) and Integrated Honeypot Notifications through Telegram Applications" [5]. This research aims to add security to the computer network at Diskominfo Serang City so that it is not easily exposed to cyber-attacks from anywhere, either outside or local. That is by using the Network Intrusion Prevention System (NIPS) and Honeypot as a fake server, as well as Telegram, to receive information or cyber-attack notifications in real-time [6].  
Literature Review 
Proposed Network Topology The Diskominfo of Serang City has entrusted its computer network security issues to the FortiGate and Pi-Hole Raspberry ϐirewall devices as web-ϐiltering (Figure 1). There are allegations of security problems, namely the lack of security features because the license for the Diskominfo firewall device in Serang City has not been extended until now. In terms of 

network security, the researcher proposes additional devices in the form of 2 (two) server units as extra security for external attacks, namely [7-12]:  
• Server Network Intrusion Prevention System (NIPS) and Honeypot: Servers designed to detect and stop attacks or intrusions from outside based on established and agreed rules can find out what behaviour the attacker is doing when logging into the server [11] 
• Metasploit Servers: This server has many loopholes, usually called Metasploit, that are designed to be the target of attacks from outside. It contains a web server that can be accessed from outside with the name 'Penelitian.serangkota.go.id' with IP Address 103.102.250.246 (Figure 2) [13-15]  
System Work low The system workϐlow in this study is to have a two-stage network security process to secure the server, the ϐirst using the Network Intrusion Prevention System (NIPS) security system, namely Snort and the second using the Fake Server, namely Honeypot. In the ϐirst stage, if an attacker tries to attack the server, the Network Intrusion Prevention System (NIPS) system in this case, will automatically record data about the attack into the MySQL database and create a log on the system. And will immediately disconnect (drop) the connection from the attacker. The system will warn by sending a message to the network admin via notiϐication via the telegram application using the python programming language [16].   

  Figure 1: Diskominfo Network Topology Serang City 
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  Figure 2: Proposed Network Topology for Serang City Communication and Informatics  

  Figure 3: System Workflow  Then the second stage is port 22 or commonly known as Secure Shell (SSH), intentionally opened but will be directed to port 2222 to the SSH Honeypot port; it aims to get a track record of intruders or attackers, all of which will enter the database and will be sent via the telegram application using the python programming language (Figure 3).  
Prior Research  The following are some studies related to research conducted by several researchers. Research by Pradipta and Asmunin [1] explained that the network security system is fundamental in maintaining a network. Attacks that can disrupt and even damage the connection system between connected devices will be very detrimental. This 

is often a consideration in implementing a network security system. Network Intrusion Prevention System (NIPS) can detect attacks and drop attacks. Implementing the Linux operating system using Snort in inline mode can prevent attacks that can threaten. Agustino et al. [2] researched to build Honeypot systems on Cloud Computing services, protect Cloud Computing services from brute force and malware attacks, build Honeypot systems on IaaS-based Cloud Computing, detect brute force attacks with Kippo and malware attacks with Dionaea. This study focuses on two types of attacks: Brute force attacks and malware [17]. Khadijah [3] explained that security threats could be burglary, worms or malware attacks and various actions that threaten system security. One of the security 
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measures that can be taken is to use a honeypot. The honeypot will collect information about the attacker and then present it into a system log and analysis tool to monitor and analyse it. The honeypot implementation in this study will identify Brute force attacks and pretend to be the original host by providing a fake system. In addition, it will mimic a web server to identify SQL Injection and Cross Site Scripting attacks [18]. From the research done by several previous researchers, none of them has discussed NIPS, Honeypot and Telegram Bots in one study. Most of them are discussed separately between Network Intrusion Prevention System (NIPS) and Honeypot. Therefore, I did the research to provide the latest literature on NIPS, Honeypot and Telegram Bots.  
MARTIALS AND METHODS The research method used in this study is to use the Network Intrusion Prevention System (NIPS) form to detect and prevent attacks on computer networks both from outside and from within and the addition of Honeypot as a method to analyze intruders or attackers when they have successfully entered into the network. A server, what commands are commonly used and how are they logged in. There is no need to worry about our central server because the ϐirst one to be attacked is a dummy server. Intruders or attackers will think they have entered the central server even though they are only trapped in a honeypot device [19-22]:  
• The data analysis technique aims to describe and solve problems based on the data obtained. The analysis model used in this study is a qualitative descriptive analysis method, namely the data obtained from research that has been conducted at the Serang City Communication and Information Ofϐice, while the steps taken in analyzing qualitative descriptive data are as follows 
• Collecting the required data and information about the network topology description in the Serang City Communication and Information Technology through interviews and direct observations in the ϐield 
• Identify existing problems and analyze in depth the system requirements by studying the components related to the system to be designed 
• Make a system design by considering the system requirements following the needs and conditions in the ϐield, such as functional and non-functional requirements 
• Provide recommendations on the implementation of the system design that has been made that is suitable to be applied to the Serang City Communication and Information Office, especially the network security system  
RESULT AND DISCUSSION 
System Implementation There are three stages in implementing the system in this research, first (1) Installation and Configuration, (2) System Testing and (3) System Evaluation. The installation and configuration process were the first after the topology 

design and the determination of the IP address had been agreed upon by the researcher and the Serang City Communication and Information Office. Based on the needs of the system installation and configuration process, there are three (3) namely: (Network Intrusion Prevention System, Honeypot and Telegram Bot), all of which will be described in full as follows [23-28]:  
Installing the Network Intrusion Prevention System 
(Snort)  

  After DAQ and Snort have been installed, the next step is to create a Snort directory and this aims to make the configuration easier to organize, the following commands:  
  Then after the Snort directory has been created, the next step is to create some ϐiles that contain the rules and IP lists of the Snort directory, following the command:  
 

 The next step is to create a simple rule to provide an alert on the server. Type the following command to disable other unused rule commands for anyone who pings using the ICMP protocol:    Type the following command to check the snort IPS conϐiguration before running:    Make sure there are no errors and a message appears with the following terms “Snort successfully validated the 
con iguration!“ (Figure 4): 
 
Honeypot Installation (Cowrie) Cowrie is a new offshoot of Kippo Honeypot, with feature updates and providing emulation that records attack sessions. By registering for this session, we better understand the TTP attack's tools, tactics and procedures. TTP is becoming an increasingly used term in Cyber defence and Incident Response. In short, we will create IP tables to direct anyone who accesses via port 22 for SSH to port cowrie 2222 and port 23 for Telnet to port cowrie 2223. The following scheme will be used (Figure 5). 
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  Figure 4: Snort Conϐiguration Validation  
  Figure 5: How the Cowrie Honeypot Works  Make sure we have installed the SSH Server, then change the default port to 55992 and check the ssh status to see if the SSH port changes after changing.  

  Make sure the Listening Port has changed to 55992 as follows (Figure 6): Do an update, then install the following packages:    Add a new user with the name 'cowrie' by deactivating the password, then login as 'cowrie:  

  To get Honeypot Cowrie, we can use git clone to duplicate or download ϐiles sourced from GitHub: 

  Figure 6: Change of Server Listening Port to 55992  

  Now we will create a virtual environment to run honeypot cowrie and python script:  

  The next step is to activate the python virtual environment and install the python cowrie package to run:    To create a Daemon for Honeypot Cowrie configuration, make sure we have entered the cowrie/etc/ folder, then copy the following file:    Please change the default hostname to make sure the attacker thinks he's logged into the correct server:    Enable Telnet usage for Honeypot Cowrie and SSH is automatically enabled:    Conϐigure IP tables to direct trafϐic 22 and 23 to ports 2222 and 2223 as follows:  
  To run the Honeypot service, we must log in using the user 'Cowrie' that was created at the beginning, then activate the Honeypot Cowrie service by typing the following command:  
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  Figure 7: First Steps to Create a Telegram Bot  

  Figure 8: Second Step to Create a Telegram Bot  

  Figure 9: Creating a New Telegram Bot  Monitor activities caught by Honeypot Cowrie by typing the following command:    
Telegram Bot Installation After the installation of the Network Intrusion Prevention System (NIPS) and Honeypot is complete, the ϐinal step in the installation and conϐiguration process is the creation of the Telegram API for the creation of Telegram services so that all information about NIPS and Honeypot is installed. We sent it directly over the internet to the Telegram bot. Telegram is a provider of making Bots for free and we will get an API Token which will later be used to integrate our NIPS Server and Honeypot with Telegram. The ϐirst step that must be done is to search for @BotFather in the Telegram search ϐield (Figure 7). 

  Figure 10: Making Telegram Bot Names  

  Figure 12: Getting the HTTP API Token  Select @BotFather then press START to start creating a Telegram Bot (Figure 8). Type/newbot to create a new telegram bot (Figure 9). Determine the name of the bot to be used. The bot's name cannot be the same as the names of the previous bots, so use a unique name (Figure 10). After creating a telegram bot name, continue by creating a telegram bot username until @BotFather sends an HTTP API Token (Figure 11). We need ϐiles with a programming language to connect Telegram Bot with NIPS Server and Honeypot. Researchers use the python programming language to integrate Telegram Bot with our Server. The code example is as follows (Figure 12).  
Testing 
Alpha Test: Alpha testing is done using Black Box Testing with five types of attack attempts, namely: (Ddos Attack, Bruteforce Telnet, NMAP Ping Sweep Scan, NMAP TCP Scan and SSH Login). The purpose of testing this system is to measure the level of curation of attack detection, the speed of information delivery and the running of the system (Figure 13). Network Intrusion detection and prevention results Prevention System (NIPS). The IPS server successfully detected the instruction via the BASE web application on August 18, 2022, at 01:49:01 with SID '50000001' originating from IP Address 112,215,151.79 with a   target   of  103,102,250,246   which   has port 80. 
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  Figure 12: Coding of Connecting Telegram Bot with Server  
  Figure 13: Ddos Attack Test    Figure 14: Ddos Attack Data  

  Figure 15: Telnet Brute Force Testing    Figure 16: Telnet Bruteforce Attack Data  
  Figure 17: Testing NMAP Ping Sweep Scan  NIPS dropped the connection to the IP Address 112.215.151.79 and entered the Ddos Attack trial category. After this Ddos Attack experiment, only the duplicate two packets were entered (Figure 14 and 15). Network Intrusion detection and prevention results Prevention System (NIPS). The IPS server successfully detected the instruction via the BASE web application on August 18, 2022, at 02:20:17 with SID '50000002' originating from IP Address 112,215,151.79 with   a   target   of   103,102,250,246   which   has    port   23.  

  Figure 18: Ping Sweep Scan NMAP Attack Data  
  Figure 19: Testing NMAP TCP Scan    Figure 20: NMAP TCP Scan Detection and Prevention Test  

  Figure 21: Attempt to Login User Root Password Administrator Successful  
  Figure 22: SSH Honeypot Login Attack Data  In the conclusion of this Bruteforce Telnet experiment, only a few seconds later, the login attempt using the Bruteforce technique, the connection was successfully dropped by NIPS to the IP Address 112.215.151.79 and entered the Bruteforce Telnet experiment category (Figure 16 and 17). Detection results of Network Intrusion Prevention System (NIPS). The IPS server successfully detected the instruction via the BASE web application on August 18, 2022, at 02:28:27 with SID '10000004' originating from IP Address 140.213.7.42 with a target of 103.102.250.246. The conclusion of the NMAP Ping Sweep Scan experiment was detected by NIPS to IP Address 140.213.7.42 and was included in the NMAP Ping Sweep Scan experiment category (Figure 18 and 19). The IPS server successfully detected the instruction via the BASE web application on August 18, 2022, at 02:35:07 with SID '10000005' originating from IP Address 112,215,151.97    with     a     target      of   103,102,250,246. 



Advanced Research Journal of Computer Science | 2025 | Volume 01 | Issue 01 | Pages - 14-22  
 

 21 
 
Copyright	©2025 This is an open access article distributed under the terms of the Creative Commons Attribution License (CC BY 4.0), which permits unrestricted 
use, distribution and reproduction in any medium, provided the original author and source are credited. http://creativecommons.org/licenses/by/4.0) 

Table I: Beta Test Conclusion No Questionnaire Questions Answer Criteria Score Percentage [Y*100] SK [N:1] K [N:2] B [N:3] BS [N:4] R = 20,Y [Total N:R] 1 Question Number 1 0 0 2 3 0.90 902 Question Number 2 0 0 3 2 0.85 85 3 Question Number 3 0 0 3 2 0.85 854 Question Number 4 0 0 3 2 0.85 855 Question Number 5 0 0 3 2 0.85 85 6 Question Number 6 0 0 3 2 0.85 857 Question Number 7 1 1 2 1 0.65 658 Question Number 8 0 0 3 2 0.85 85Mean 0.83 83 Network Intrusion Prevention System (NIPS) detection and prevention results. The conclusion of this NMAP TCP Scan experiment, detected by NIPS to IP Address 112.215.151.97 and entered into the category of NMAP Ping Sweep Scan experiment (Figure 20 and 21). Attempts to log in with the root username and administrator password are recorded in the Honeypot Cowrie database. After this SSH Honeypot Login experiment, attackers will think that they have successfully entered the destination server 103.102.250.246 or research.serangkota.go.id via port 22. Even though they have entered the Honeypot Cowrie trap, all commands or commands will be recorded so that they can be analyzed further (Figure 22).  
Beta Testing Based on the results of the questionnaire testing, it produced an average value of 83% of the 8 (eight) questions of the questionnaire given and the data can be presented as follows (Table 1): 
 
CONCLUSION Based on the results of alpha testing, the research that has been done, namely the Network Intrusion Prevention System and the Honeypot system, obtained information about the attacker's behaviour so far. Then the beta test of the questionnaire results showed positive results with a percentage of 83%, that the test went well. This research produces 1 Server Network Intrusion Prevention System (NIPS), Honeypot and 1 Unit Metasploit Server. The results of this study are expected to provide the desired results. In the future, it can be applied to the Serang City Communication and Information Office as additional security on the computer network at the Serang City Communication and Information Office.  
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